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ADDITIONAL MEASURES

THE BIGGER PICTURE – Cybersecurity Programme as a whole

INDUSTRY IMPLEMENTATION IN FLANDERS, BASED ON APPLIED & COLLABORATIVE RESEARCH

STRATEGIC BASIC RESEARCH

SECURING STRATEGIC TECHNOLOGY

Secure Software & Applications

Security Services

System & Infrastructure Security

Technology Building Blocks

O&O
(possibly BILA)

ICON 
(multi party)

Open models, assessments & 
trajectories of cybersecurity 

MATURITY IMPROVEMENT

Shared KNOW HOW on 
market, technologies, available 

solutions etc.

INDUSTRY TRAINING REACH-OUT
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Are we – Are you – loosing the race?

Why is it hard?

1. Digital (r)evolution everywhere
2. Accelerated go-to-market
3. Hyperconnected world, ultra-large scale

What if we would/could measure the total attack surface?
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Industry Priorities?

Who dares?
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Not in a particular order

1. API's – "the API economy" - software composition at last
2. Awareness – in many ways
3. Intelligence? - Security Intelligence!
4. IoT security
5. Random number generation
6. Think long term – think quantum
7. Privacy means and requires a lot, including clever crypto

(3) INTELLIGENCE & CYBERSECURITY
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Example: malicious domain registration campaigns
• Domain names are often abused by cyber criminals

• Spam, botnet C&C infrastructure, phishing, malware, …

• To avoid blacklisting, malicious actors often deploy a hit-and-run 
strategy

• Understand the ecosystem of domain registrations in order to detect 
and prevent them from causing harm

Vissers et. al. Exploring the ecosystem of malicious domain registrations in the .eu TLD. RAID 2017
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Analysis of 14 months of .eu registrations
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Lessons learned/further follow-up

As part of the EURid’s Trust & Security program, 
58,966 domains were suspended in 2018.

Talking about the attack surface:
we need to protect our ML solutions

Protect 
Input of a Model

Protect 
the Model

stealing the 
model with 
black box or 
other attacks

Protect 
Output of 
a Model

protect 
sensitive 
output

fool input 
adversarial 

learning

leak 
training 

data 
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BTW: on the need for SECURITY IN ARTIFICIAL INTELLIGENCE

Theme 1: Secure computation environments e.g., Enclaves

Theme 3: Data protection e.g., MPC and Data Access Middleware

Theme 1: SDLC (relates to privacy)
Theme 3: Secure programming (LT) e.g., in information flow

Theme 2
Theme 3
Theme 4

cryptography to protect data & computations for AI

(4)  IoT Security
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The Tesla Model S key fob
TI TMS37F128

MSP430
(MCU)

TMS37126
(transponder)

X-ray picture

No firmware readout 
protection

SPI

COSIC
an imec research group at
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• 40-bit key DST40 cipher
• 40-bit challenge and 24-bit response

• No mutual authentication

• Time-Memory Trade-Off Table
• Key recovery in ~2s on a Raspberry Pi

Findings

COSIC
an imec research group at

System & Infrastructure Security
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Proof of Concept attack

COSIC
an imec research group at

(5)  TRUE RANDOM NUMBER 
GENERATORS
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Reliability and security: hand in hard

Hardware reliability
ISSUES

Hardware-anchored 
Security OPPORTUNITIES

synergy

Dielectric breakdown
Location = random

Exploit as source of entropy 
for zero-error PUF

Resistive RAM
Atomistic-scale filament building

Build a reconfigurable PUF 

Random Telegraph Noise
Individual defect charge/discharge kinetics

Design a True Random Noise Generator

Device degradation during operation: 
Hot Carriers, Bias Temperature Instability, 
Dielectric leakage current

Build an tamper-free Odometer 

CMOS
Technology

Novel
Technology

Atomistic
modeling

Reliability
modeling

Reliability
security based on detailed 
physical models of hardware 
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True Random Number Generators 

Self-tuning TRNGs to reduce 
influence of technology 

Novel entropy sources

Novel entropy extractors 
(post-processing)

On-line test

Theme 1 Secure hardware

Entropy
Source

Entropy
Extractor

Post
Processing

On-line
Testing

Applications

Prototype
evaluation

Entropy Source
Testing
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(6)  POSTQUANTUM CRYPTOGRAPHY
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http://www.qubitcounter.com/

IBM 2017: 50 qubits

IBM 2019: 53 qubits

Google 2018: 72 qubits

Rigetti: 128 qubits

RSA-2048 would require 4096 ideal 
qubits or 20 million real qubits
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Open competitions
AESDES SHA-3

RIPE NESSIE eSTREAM

CRYPTREC CRYPTREC

1975-1977 1988-2002 1997 2000 2000 2005 2012

POSTQUANTUM

CAESAR

Lightweight

2014 2016 2018 2020 2022 2024

http://csrc.nist.gov/groups/ST/post-quantum-crypto/index.html

Threshold 
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When to switch to quantum resistant cryptography? [Mosca]

Q = #years until first large quantum computer

x = #years it takes to switch (3-12 years)

y = #years data needs to be confidential (10 years)

Need to start switching in the year 2019 + Q – x – y

e.g. Q = 20, x=10, y=10: today!

algorithm
standard

implementation
deployment

2022 2024 2026 20282019

x y

2038
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NIST Post-Quantum competition
https://en.wikipedia.org/wiki/Post-Quantum_Cryptography_Standardization

• 69 complete and proper submissions
• January 30, 2019: 26 remaining (including LUOV and SABER)

Signatures Encryption/KEM TOTAL

Lattice 3 9 12/28

Code 0 7 7/24

Multivariate 4 0 4/13

Hash 1 0 1/4

Other 1 1 2/13

TOTAL 9 17 26/82
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Cryptographic algorithms

• pushing the security/cost tradeoff for 
cryptography to allow for ubiquitous long-term 
cryptographic protection of data during 
storage, communication and processing

• increasing the assurance and addressing the 
threats posed by quantum computers 

• align with international standardization 
strategies (NIST, ISO,..)

cost

security
perfor-
mance

Theme 2 Symmetric key and public-key algorithms
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(7)  
COMPUTING 
ON 
ENCRYPTED 
DATA

Genome Wide Association Study (GWAS) 
via Multi-Party Computation (MPC)

Theme 2 Cryptographic
protocols
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GWAS via MPC 

Step 1: The hospitals secret share their contingency tables to the MPC engine

30
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Privacy-preserving 
significance
computation

GWAS via MPC

Step 2: The MPC engine performs on the computation on the secret shared data
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PUBLIC Disease 1 Disease 2 Disease … Disease 11.000

DNA position 1 Significant … … …

DNA position 2 … Non-
significant

… …

DNA position … … … … …

DNA position 
3.000.000.000

… … … …

GWAS via MPC

Step 3: Answers are 
reconstructed and 
the relevant secret 
shares are opened

What is good enough Cybersecurity?
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Human Capital is the key.

A horrible trade-off

THANK YOU

Questions?


